Privacy Policy
This application (herein, the 'Application') is offered to you by the owner of this website and uses the Platform
for Engaging Everyone Responsibly (herein 'PEER') by Genetic Alliance, Inc., a 27-year old non-profit leader in
health and patient advocacy. PEER is a cross-disease, cross-organizational, consumer-centric application platform
that enables individuals to make their health information available to advance medical research and for related
purposes, and to set individual permissions under which their information may be accessed and used. The potential
for PEER to dramatically accelerate health research has been recognized by being awarded top prize in
the Collaborate | Activate Innovation Challenge, and being named by Forbes as one of six approaches 'that are
transforming health systems around the world.' PEER receives oversight and review from the Genetic Alliance
Institutional Review Board and BioTrust Ethics Team, each of which includes affected individuals and widelypublished domain experts.
This Privacy Policy explains the policies put in place and used by Genetic Alliance to protect your privacy as you visit
and use this Application, the PEER database used in conjunction with this Application, and associated sub-domains
and related services. Your use of this Application constitutes an acceptance of this Privacy Policy and our Terms of
Use.
Genetic Alliance employs technologies and services from Private Access, Inc., a pioneer in privacy-management
technology, in carrying out this Privacy Policy. A separation of duties between Genetic Alliance and Private Access
enables PEER-based applications to enforce a powerful security principle called 'least privilege' which says that no
single person or entity should be able to access information or to exercise privileges beyond what is necessary to
perform that person's or entity's assigned role.
If you elect to use these services, you will need a Private Access account (or you must create a Private Access
account if you do not already have one). As an individual user, there is no charge to you for a Private Access account.
However, in order to create a new Private Access account, you will need to enter into an End-User License
Agreement (EULA) between yourself and Private Access, Inc. that will detail the rights and responsibilities of the
respective parties. The EULA incorporates by reference Private Access' Privacy Statement, which is consistent with
Private Access' role in enabling Genetic Alliance to fulfill the terms of this Privacy Policy. If and once accepted, the
EULA and Privacy Statement will supplement our Terms of Use and this Privacy Policy. We encourage you to review
them carefully.
With respect to this Application, Private Access holds and manages all personally identifiable information and privacy
preferences; and Genetic Alliance holds and manages all de-identified information in the PEER database. Powerful
encryption technology is used to protect this information, and only the participant - acting through explicit privacy
preferences that he or she controls through Private Access - can enable his or her information to be discoverable by
searches of the PEER database, linkable to the individual's identity, and/or used by or shared with any person or
entity.
This Application's Privacy Policy is founded on the eight principles of fair information practices set forth in the
Department of Health and Human Services' Nationwide Privacy and Security Framework intended to guide the
actions of all people and entities that participate in electronic sharing of individually identifiable health information.
These principles, and this Application's translation of these principles into the privacy policies that guide our day-today operations, are summarized below:
Individual
Access

Participants are able to view all of their own information held by this Application, and the
privacy permissions they have set for that information.

Correction

Participants are able to make corrections to their own information held by any PEER-based
services (including this Application).

Openness and
Transparency

All PEER-based services (including this Application) use information only as indicated by the
participant's privacy permissions. Unless required by law or subpoena, this Application will not
make any of a participant's personal information, or information about his or her individual use
of this Application, accessible to anyone whom the participant has not explicitly authorized.
Participants may view a report of all accesses to their individually identified information held
by this Application at any time.

Individual Choice

A participant's decision to register and share his or her information with this Application gives
us permission to retain and manage that information in the PEER registry until he or she
removes it. However, this information will not be included in any search results, or otherwise
shared with anyone else, without the participant's explicit permission. This service uses
PrivacyLayer™ technology developed by Private Access, to enable participants to choose
what information will be made available in de-identified, linkable, or identified form, by whom
and for what purposes it can be used. By default, all of a participant's information is encrypted
and portions of the information are made usable for search and discovery only by the
participant, when he or she gives the appropriate permission. The only parties - including
Genetic Alliance and Private Access - who can decrypt and access an individual's health
information or associate that information with the individual are the participant him/herself and
any person or entity to whom the participant has expressly given permission through
PrivacyLayer. Participants can change their choices at any time. The decision to allow (or not
allow) a requested use of, or access to, a participant's data is always based on the privacy
preferences in effect at the time such use or access is attempted.

Collection and
Use

Registration requires participants to provide some minimum amount of personal contact
information, including at least a valid email address. This personal information is retained by
Private Access and is used only by privacy administrators in cases that require them to
contact a participant to obtain clarification about his or her privacy preferences. This personal
contact information is not shared with anyone (including Genetic Alliance) unless the
participant expressly requests, through his or her privacy preferences, that the information be
shared.
All information collected through this Application and stored in the PEER database is provided
directly by participants, through their responses to questions, or is health information
participants have asked their healthcare providers or others to send to us. The only
information this Application collects in the background without the user's explicit permission
are data used to manage the user session, metrics used to improve our services, and audit
data. Data collected to help us manage the user session are stored in cookies held by the
user's browser; all session information is deleted from the participant's computer or mobile
device immediately when he or she logs off, or after several minutes of inactivity. This
Application collects general (not user-specific) metrics such as length of time spent using the
Application and the universal resource locator (URL) of the site that referred the user to
TrialsFinder. We aggregate these measures with those of other participants and use these
statistics to help us improve our services. To enable us to maintain system security and to
detect potential malicious code activity and intrusions, we record all security-relevant events
in an audit trail.
With the participant's explicit permission, we also may collect information that will help us
identify, and enable participants to use social sharing and networking options that may be of
value to the participant.

Data Quality and
Integrity

No one changes a participant's data in any PEER-based services (including this Application)
other than the participant to whom the data relates (or their legal representative). All PEERbased services (including this Application) use technical measures to assure that participants'
data are not modified in unauthorized ways, or accidentally corrupted.

Safeguards

It is impossible to achieve 'perfect' security because new vulnerabilities and threats appear
every day; one can only strive to minimize risk to a tolerable level. Even though 'perfect
security' is neither achievable nor practical, all PEER-based services (including this
Application) strive continuously, through our policies, operational procedures, and security
technology, to maintain the security of the information our participants entrust to us, and the
privacy and safety of our participants. Fundamental to our safeguards is our adherence to the
principle of least privilege: no PEER-related system component (individual or entity) is given
more access to information or privileges than what it needs to accomplish its assigned role.
This principle is reflected in the separation of duties between Genetic Alliance and Private
Access, and in the autonomous controls given to our participants concerning their information.
All PEER-based information and systems are continuously monitored and protected from
unauthorized access, use, and modification. Our protective measures include physical

protections, administrative processes and practices, and technical protections that meet and
exceed applicable state and federal laws, and industry best practices that address the
protection of electronic Personally Identifiable Information (PII) and the privacy of individuals
participating in online experiences. All personal information entered through this Application
and stored in the PEER database and/or in Private Access is encrypted, and all sensitive
information transmitted over the Internet is encrypted and sent only to authorized and
authenticated recipients. Recognizing that new security threats and vulnerabilities are being
discovered every day, our security team continuously monitors security knowledge bases and
proactively takes action to implement protective measures to effectively manage risk.
Accountability

All PEER-based systems and practices are continuously monitored for adherence to our
privacy and security policies. Any potential lapses in our protection are immediately and
thoroughly investigated. All security-relevant events are recorded in the audit trail used to
monitor the security of the system. Each access to the participant's account, and creation,
update or application of privacy preferences (including when authorized searchers access
individually identifiable information held by PEER) is recorded and made available to the
applicable participant.

If you have any questions about this Privacy Policy, the practices of PEER and/or this Application, or your dealings
with the website owner offering you this Application, please contact us in writing and sent to the Genetic Alliance's
designated address, which is 4301 Connecticut Avenue NW, Suite 404, Washington, DC 20008, Attention: PEER
Administrator.
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